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PRIVACY-FRIENDLY DEVICE 
IDENTIFICATION AND INTELLIGENCE 
FOR INTERNET SERVICE PROVIDERS

Home Internet providers are, like many other industries, trying to balance consumer needs for digital 
privacy with convenience and a personalized, high-quality broadband experience. For years, the 
home network has been able to rely on a device’s MAC  (media access control address as a method 
of positively identifying a device, and thus a person, to deliver a seamless, high quality, experience. 

However, over time, the MAC 
address has been used and abused 
in ways never considered when it 
was conceived. These unintended 
use cases have allowed consumer 
privacy to be compromised for the 
benefits of others, and in some cases, 
for more devious purposes. As a 
result, device manufacturers have 
been taking actions to obfuscate 
device MAC addresses to reclaim 
consumer privacy. Even though 
some of these steps will come at a 
very real cost to consumers and the 
industry. To eliminate this tradeoff 

Overview

between privacy and function, LEVL has introduced a new device identity platform, the LEVL-ID, that 
can positively identify and enable devices, without significantly compromising privacy and without 
using a MAC address. It is the first such privacy friendly mechanism for device identification.

THE USE AND ABUSE OF MAC ADDRESSES
Every connected device has a unique identifier, the MAC address, that is used to identify the sender 
and receiver devices during transmission. In wireless technologies, e.g., Wi-Fi, messages are 
exchanged over the air, so they can be intercepted and decoded to extract the MAC address. In some 
cases,  the MAC Address is transmitted unencrypted (this is required for networking/functionality 
purposes). By 2012 the smart phone revolution was well under way and it was becoming apparent 
that the MAC address was being used for much more than just managing network traffic. On the plus 
side, it was used to enable parental controls in the home network or used for a more seamless login 
experience. Other value-added services have also been created using the MAC address. 
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On the other hand, app makers were using it to track user behaviors with other apps. Still others were 
using it to track the physical location of people and MAC addresses were increasing being linked to 
specific people. It was about this time that Apple took the first steps to protect privacy by randomizing 
MAC addresses prior to joining a network. Since then, device and 
OS makers have increased their privacy efforts by minimizing 
app access to MAC addresses and more recently, Android 10 
introduced a randomized MAC address per SSID even after joining 
a network. These have all been great steps forward to increase 
privacy, with almost no impact to the user experience. And yet, the 
abuse continues. In mid-2020, it was discovered that TikTok had 
collected hundreds of millions of user MAC addresses by working 
around device protections. Thus, breaches continue to happen even 
as the industry strives to improve privacy protections. The most 
recent step forward is Apple’s recent move to time-based MAC 
addresses in iOS 14 beta. While the implementation was put on 
hold, , this move would effectively eliminate the ability of internet 
service providers to use MAC addresses to deliver what are valued 
consumer experience features. User privacy and convenience are once again at odds. In response to 
industry outcry, Apple removed the 24-hour randomization feature for an undefined period of time so 
that the industry can prepare.

Apple’s announcement is giving people in many industries significant reason to pause (or panic).  
It basically means that every day, a device has a new MAC address, with the goal to prevent linking and 
cross correlation the identities, locations and activity from one day to another. Many services which rely 
on MAC address will be affected. 

• Seamless Wi-Fi user login ends each night, starting over on the new day for a family, or for guests,
degrading the general user experience.

• Parental controls are frequently based upon MAC address and randomization will effectively
create a situation where a user needs to be relearned every day.

• Devices such streaming hubs, gaming devices, smart TVs and IoT devices may also be impacted
because they are permanently on the network but generally have poor login experiences.

• Home security systems, which more and more frequently leverage Wi-Fi, will also have issued
integrating with other devices that have been whitelisted.

• ISP Network optimization and support technologies using device MAC addresses to quickly
diagnose, prevent or fix network performance problems are also affected.

• Other personalization services provided by the ISP are likely to be affected as well.

• Personalized advertisement, a revenue source for some ISPs, becomes less personal and as a
result, less relevant and useful for the consumer.

Without the MAC address as we know it, user experience erodes, costs go up, and revenue will 
eventually go down.     

THE IMPACT OF RANDOM MAC ADDRESSES
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To date, there are not any obvious alternatives to using MAC addresses to identify a device while 
maintaining user privacy. The most discussed is Hotspot 2.0, an industry standard with little 
acceptance to date. Hotspot 2.0 requires users to install a profile on their device for each network 
they use. The implementation has some variation depending on the device manufacturer and 
Apple, in particular, has not adopted the latest versions of the specification. While this approach 
may work for some applications, it is relatively expensive and not consistent across all device types. 
To date, the Hotspot 2.0 user experience is, in the best case, a challenge and it would only apply 
to a subset of use cases. Beyond Hotspot 2.0, the most common thoughts are to try to delay the 
implementation of better user privacy or essentially just living with a degraded user experience. 

SO, WHAT ARE THE ALTERNATIVES 
TO MAC ADDRESSES?

At LEVL, we take a novel approach to device identification. LEVL uses a full-stack approach, 
leveraging data from all seven layers of the OSI model. This approach enables LEVL to create a 
unique identifier, the LEVL-ID for every individual device on a network. The LEVL-ID is created and 
maintained within the network 
using a “full-stack” approach. 
Network information from all 
seven layers of the network stack 
is used to create the LEVL-ID. 
Plus, it happens without the need 
to modify anything on consumer 
devices. Since the LEVL-ID is 
derived on the networks, it is not 
stored on the device where it can 
be stolen by a malicious app. 
The LEVL-ID is never transmitted 
over the air directly, so it cannot 
be intercepted or “sniffed.” Thus, 
a LEVL-ID can be localized to a 
specific network, preventing third 
parties from tracking devices.

THE LEVL SOLUTION – PRIVACY FRIENDLY 
DEVICE IDENTIFICATION
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As a result, LEVL-IDs are privacy friendly, easy to implement, and cost effective. In terms of privacy, 
the IDs are constructed in a manner to localize them to a network. Getting a LEVL-ID from one 
network is not going to work at another network. Thus, not only can they not be extracted directly 
from a device, there is no value to bad actors to collect LEVL-IDs as they cannot be used in another 
network. Implementing a LEVL-ID is dependent upon the use case and the existing network 
infrastructure. In most cases, it can be as easy as installing a software library on the home wi-
fi access point and leveraging a cloud service. The ease of implementation, the use of standard 
(preexisting hardware and the flexibility to scale the use from simple identification to authentication 
allows LEVL to offer this technology cost effectively. 

In summary, the LEVL-ID is ideal for enabling a high-quality digital user experience, while at the 
same time respecting user privacy. From parental controls to maintaining a high performing 
network, the LEVL-ID can be employed to effectively counter the downsides of MAC address 
randomization without sacrificing a user’s digital privacy.

The initial adoption of LEVL’s device identity platform is in various European designed sedans and 
SUVs in model year 2022. LEVL’s technology his currently in trials with multiple ISPs and enterprise 
wifi service providers . .  including mulitple hotels and public wi-fi locations.. Additional deployment 
trails in hotels, MDUs, senior centers and home ISPs are underway for Q2 2021. as well.

Founded in 2017 and backed by Silicon Valley VCs, LEVL currently has offices in Palo Alto, Denver 
and Tel Aviv. The technical team includes engineers with experiences from places like the Israeli 
defense forces, Israeli intelligence, Google, Dell, Akamai, Qualcomm and more.  

Contact us at: Sales@LevlTech.com

WHERE IS LEVL IN USE?

WHO IS LEVL?
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